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The Application of Cryptography in 5G Security
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[Abstract] With the improvement of technology standards of the fifth generation (5G) mobile communication,
5G has received unprecedented attention in various fields. However, many security challenges remain in 5G. To
address the access security and data security issues of 5G terminals, the appropriate solutions based on cryptographic
technology are specified. As for the access authentication problem, some cryptographic technologies can be adopted,
such as certificateless cryptography, data aggregation mechanisms based on homomorphic encryption, and identity—
based aggregation signcryption. For the security problems of data storage and sharing, attribute—based encryption and
leakage resilience techniques can be exploited. With the commercialization of 5G, the above cryptography and 5G
security research will be of theoretical and practical significance.
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